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NOTE

NATIONAL SECURITY PROTECTION: THE -CRITICAL
TECHNOLOGIES APPROACH TO U.S. EXPORT
CONTROL OF HIGH-LEVEL TECHNOLCGY

R L R, Je R et s T s, T ey g

1. INTRODUCTION

1 Throughout history, governments have imposed export controls on
goods and technologies for a variety of reasons, including national secur-
ity,! while at the same time they have promoted export trade to enhance

3 their countries’ economies.?2 Problems have arisen when exports are pro-
moted at the expense of national security. The United States has tried
to reconcile this conflict by developing a new approach to export con-
trols—the critical technologies approach. ,

The United States has traditionally exercised tight export conirols in
wartime; it did not impose peacetime export controls until 1949. In that
year the United States imposed strict export controls on trade with com-
minist countries.3 The U.S. policy of restricting exports to communist
countries, with an emphasis on control of goods rather than techunolo-
gies, continued into the 1960’s,* when the U.S. export policy shifted to
& =2ncmphasis on export promotion instead of export control. This policy )
4 change was embodied in the Export Administration Act of 1969° and its
F subsequent amendments,$ which further relaxed export controls.
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1. Other reasons for export controls are the furthering of foreign policy and the protection of
commodities in short supply. An excellent evaluation of problems with expurt controls is Berman &

ook Garson, United States Export Controls—Fast, Present and Future, 67 COLUM. L. REV. 791 (1967) [herein-
a‘ ‘ after cited as Berman & Garson]. A more recent work on export controls is a symposium of student
' notes addressing topics such as controls for human rights purposes and for national security protec-

tion. 9 GA. J. INT'L & Comp. L. 237 (1979).

2. See generally Export Administration Act: Agenda for Reform: Hearings Before the Subcomm. on int’l
Lcomanic Policy and Trade of the House Comom. on Ini’l Reloiions, 95th Cong., 2d Sess. (1478); Export Policy,
Pt 3, Foreign Government Policies and Programs to Support Exports: Hearing before the Subcomrr. on It’l
. Finews of the Senate Comm. on Banking, Housing, and Urban Affirs, 95th Cong., 2d Sess. (1978).

% 3. Export Control Act of 1949, 63 Stat. 7 (1949) (codified at 50 U.S.C. §§ 2021-32 (19648}
; (expired 1969) [hereinafter cited as ECA of 1949},

4. S generally Note, US. Twhnology Transfers to the Sootet Union and the Protection of Natisral

Searity, 11 L. & Poly Int'l Bus. 1037-46 (1979) [hereinafier cited as U.S. Tecknology Transfers).

&3 5. Export Administration Act of 1969, 83 Stat. 841 (codified ar 50 U.S.C. §§ 2401-13 (197

X (expired 1979) (current version at 50 U.S.C. §§ 2401-13 (Supp. 1980)) {hercinafter cited as EAA of

= 1969).

S 6. Substantive amendments to the EAA of 1969 werc passed in 1974 and 1977. EAA
S 4 Amendments of 1974, Pub. L. No. 93-500, 88 Stat. 287 (amending scattered sections of 50 U.S.C.

app. § 2401 (1976) and EAA Amendments of 1977, Pub. L. No. 95-52, 91 Stat. 235 (amending
scattered sections of 50 U.S.C. app. §§ 2401-13 (1970)) fhereinafter cited as 1977 Amendments}.
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576 The Journal of International Law and Economics [Vol. 13

In recent years there has been a growing awareness that export pro-
motion may strengthen the military capabilities of potential adversaries
and endanger the national security of the United States. Most threaten-
ing is the export of technology because the recipient acquires the ability
to obtain the end-product without further reliance on the United
States.” In 1977, the Department of Defense (DOD) adopted an ap-
proach to export control that focused on control of technologies that
were militarily critical.® Congress endorsed the critical techrologies ap-
proach to export controls for national security purposes in the Export
Administration Act of 1979.2 As required by that Act, the BOD is now
developing a “Militarily Critical Technologies List,”'® identitying mili-
tarily significant!! goods and technologies that should not be exported
to potential adversaries.

Y, T NGRETR > ONRY (TTY NI T S YT AT, YRR VR

This Note focuses on the use of the critical technologies approach to
control exports for national security. First, it examines the history and
the policies that led to the development of the critical technciagies ap-
proach. Seccond, several export cases and an examination of com:puter

7. Technology has been defined as “know-how—ways of designing, manufacturing, or ntiliz-
ing things." Technology transfer has been defined as the “act of conveying know-how from one
country to ancther.” {aternztioral Transfer of Technology, 4 WEEKLY Cowmp. oF Pres. Doc. 1471
(Aug. 28, 1978) [ner=inafter cited as International Transfer of Technology].

8. Mecmorandum from Haruld Brown, Secretary of Defense, to the Secretaries of the Mili-
tary Departments {Aug. 26, 1977) [hereinafter cited as 1977 DOD Interim Policy Statement] re
printed in Transfer of Technology and the Dresser Industries Export Licensing Achions: Heaving Before the
Permanmt Subcomns. on Javestigations of the Sgnate Comm. on Govenmenial Afasrs, 95th Cong., 2nd Sess.
00-92 (1978). The Department of Defense described critical technology as

classified and unclassified nuclear and non-nuclear unpublizhzd technical data, whase ac-

quisition by a potential adversary could make a significant connibution, which would -

prove detrimental to the national security of the United States, to the military potentiat of
such country—irrespective of whether such technology is acquived direcily from the

United States or indirectly through another recipient, or whether the declared intended

end-use by the recipient is a military cr non-military use.
7d. at 90-91. A summury evaluation of the policy statement appears in Robertson, Defense Secretary
Moves to Stiffen Export Curbs, 22 ELECTRONIC NEWS 14 (Sept. 5, 1977).

9. Export Administration Act of 1973, 50 US.C. 2pp. §§ 2401-13 (Supp. 1980) [hereinafter
cited as EAA of 1979].

10. 45 Fed. Reg. 65,014 (1580).

11. The Department of Defense has interpreted “militarily significant” to mean “increases in
war fighting capubility, mission enhancement, provision of niew capabilitica or 2 combination of
these that could change the military balance. We consider technologies and goods coniributing to
the industrial base supponting military manufacture to be on the iist of significant items.” Zran/for
of Techmoiogy o the Soviei Bloc: Hearng Byfore the Permanent Sibcomm. cn Froestigutions of the Sermaie Conm.
on Covemmen:al Affairs, 96th Cong., 2d Sess, 51.(1980) [hereirafier cited as 1980 Senatr Goverrmrenial
Afirs Heorings). The initial report on which much of the current export control philosophy for
national security purposes is based is idefense Science Board Task Force on Export of U.8. Technol-
ogy, An Analysis of Export Control of U.S. Technology—A DOD Perspective (1976) {hereinafter
cited as Bucy Report] reprinted in Transfer of Techrelogy and the Dresser Industries Export Lizensing Actrons.
Hearing Before the Perminan! Subcomrs. on Inzestigations of the Senate Comm. on Gooerrmental Afairs, 95th
Cong., 2d Sess. 33-89 (1778) [hereinafter cited as /978 Sencte Hearrngs ),
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ecfiv-are export problems are used to illustrate export licensing decisions j
aud the application of the milizarily critical technologies list. Finally,
the Note analyzes the critical technologies theory and practice &nd its
eflectiveness in achieving both the national zecurity goals and the wrade

~ p-omotion goals of U.S. export policy.

II. Ust oF EXpORT CONTROLS TO PROTECT NATIONAL SECURITY

In respousc to the cold war era of the 1940’s and 1950’s, the United
States applied cxport controls similar to those used during ‘Norld War
112 to exports tc the-Soviet Union and its satellite countrics. The Ex-
port Control Act of 1949 authorized the President to “prohibit or curtail
the exportation from the United States, its Territories, and posscssions,
of any articles, materials, or supplies, including technical data . . .)" as
was deemed necessary to protect domestic supplies, to further foreign
policy, and to protect national security.!® The export controls were im-
plemented by the Department of Commerce (Commerce) through the
Office of Export Control, and thz Office of Export Control was advised
by interdepartmental committees with DOD participation. The ulti-
mate decisions were subject to the control of the President.’* The Ex-
port Control Act resulted in 2 virtual embargo on the export of all
military and industrial goods, and even many consumer geods, to com-

12. The Trading with the Enemy Act of 1917, ch. 106, 40 Stat. 411 (1917) (current version at
12 U.5.C. § 95a (1980) and 50 U.S.C. 8§ 1-39 (1980)), stated the following in section 3:

That it shall be unlawful—

(a) For any person in the United States, except with the license of the President, . . . to

trade, or attempt to trade, either directly or indirecily, with, to or from, or for, or on

account of, or on behalf of, or for the benefit of, any other person, with knowledge or

reasonable cause to believe that such other persen is an enemy or ally of enemy, or is

conducting or taking part in such trade, directly or indirectly, for, or on account of, or on

behalf of, or for the benefit of, an enemy or ally of cnemy. o
Short supply export controls were used during World War II to assure that supplies of essential L
goods were not exported, which could have exacerbated existing shortages in the United States. -
Dre'T. oF COMMERCE, REPORT OF THE PRESIDENT ON LXPORT PROMOTION FUNCTIONS AND i
POTENTIAL EXPORT DUINCENTIVES 7-1 (1980) [hereinafter cited as PRESIDENT'S 1980 EXPORT
REPORT].

13. ECA of 1949, suprs note 3, at §§ 2022-23. The Act gave the President almost limitless

power to control exports: .
Sec. 3. (a) To effcctuate the policies {of protecting short supplies, furthering foreign
policy, and proteciing national security] set forth in section 2 hereof, the President may
prohibit or curtzil the exportation from the United States, its Territories, and possessions,
of any articles, materials, or supphes, including technical data, except under such rules
and regulations as he shall prescribe. To the extent necessary to achieve effective eniorce-
ment of this Act, such rules and regulations may apply to the financing, trunsporting, and
other servicing of exports and the participation therein by any perron.
14. Berman & Garson, sypra note 1, a1 806-07. The Act gave the President delegation power:
“The President may delegate the power, authority, and discretion conferred upon him by this Act
to tuch departments, agzncies, or officials of the Government as he may deem appropriate.” ECA

of 1949, supre note 3. at § 2023(b).
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578 The Journal of International Law and Economics [Vol. 15

munist countries.!® Recognizing the futility of imposing unilateral ex-
port controls, the United States and six of its allies formed an informal
Consultative Group on Expurt Controls in 1949.'6 The fuilowing year a
Coordinating Committee (CoeCom) of the Consultative Group was
formed to develop, review, and update secret lists of goods embargoed
from export to communist countries by the CoCom countries.!?” Thase
goods banned were “of strategic military value to all the Communist
powers.”'® Because the organization was informal and voluntary, each
member nation was responsible for implementing the CoCom export
controls through domestic legislation.'® The creation of CoCom did not
require new export controls to be developed in the United States, as the
existing U.S. controls were stricter and more extensive than those of
CoCom. Rather, CoCom required member approval of exports of goods
on the CoCom lists on a case-by-case basis.?®

In 1951, the United States enacted the Mutual Defense Assistance
Act,?! commonly known as the Battle Act, to ensure that other member

15. Bingham & Johnson, 4 Ratnal Approack to Export Conimis, 57 FOREIGN AFF. 894, 896
(1979). ’

16. Berman & Garson, sugra note 1, at 834-35.

17. /4. at 835. The CoCom contro! list has not yet becn published, US. Der’t oF Com-
MERCE, 121 EXPORT AD. REP. 30 (1979-80) [hereinafter cited as EXPORT AD. REP.|, even though
the EAA of 1979 requires the Fresident to negotiate with the other CoCom members for publica-
tion of the list. EAA of 1979, supre note 9, at § 2404().

18. AMERICAN ENTERPRISE INSTITUTE, PROPOSALS FOR REFORM OF EXPORT CONTROLS
FOR ADVANCED TECHNOLOGY 4 (1979) [hercinafter cited as AEI ProposaLs] {quoting Tem-
pleman, The Crumbiing Conirols on Trading with Commumits, Bus. WEEK, June 18, 1973, at 75.

19. Note, Export Licensing: Uncoordinated Trade Repression, 9 GA. J. INT'L & Comp. L. 333, 335
(1979). Today CoCom continues to function as an informal trade coordination organization, EX.
PORT AD. REP., supra note 17, at 44, even though the Consultative Group no longer cxists. When
France withdrew from the military wing of the North Atiantic Treaty Organization (NATO) and
refused to appoint a new chairman for the Consultative Group, the group ceased to function. AEL
PROFOSALS, supra note 18, at 5. The current meinber nations are Japan and all remaining mem-
bers of NATO except for lceland. EXPORT AD. REP., supra note 17, at 44.

20. Berman & Garson, sygra note 1, at 836 n.182.

21. The Mutual Defense Assistance Act of 1951, 65 Stat. 644 (1951) (codified at 22 US.C.
§8 1611-13d (1976) (superceded by the EAA of 1979, supra note 9, at § 2416) (hereinafier cited as
the Battle Act]. The act subjects the following items to embargo:

arms, ammunition, and implements of war, atomic energy materials, petroleum, transpor-

tation materials of strategic value, and those items of primary strategic significance used
in the production of arms, ammunition and implements of war which sheuld he embar-
goed to effectuate the purposes of this chapter. . . .
/d. at § 1611b(a). The act further stipulates that

[ali] military, economic, or financial assistance to any nation shal!, upon the recommenda-
tion of the Administrator, be terminated forthwith if such nation after sixty days from the
date of a determination under subsection () of this section knowingly permits the ship-
ment to any nation or combination of nations threatening the security of the United
States, including the Union of Sovier Socialist Republics and all countries undzer its domi-
nation, of any item which he has determined under s.tbsection (a} of this section after s
full and complete investigation to be included in any of the following catcgories: Arms,
ammunition, and implements of war, atomic energy materials, petroleum, transportation

+
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nations complicd with the CoCom controls, although the coverage of
the Battle Act was broader than just the CoCom nations. Under the
Battle Act the United States denied zll aid to any nation that allowed
strategic materials to be shipped to a communist country.?2 Goods that
originated in the exporting nation, as well as those goods that were reex-
ported from or transshipped through those nations, were subject to the
Battle Act’s provisions.?? In 1951, the United States had the leverage
over other free world countries needed to make the Battle Act effective.
With the economic recovery of the western world, however, and its ac-
quisition of strategic goods and technologies previously possessed only
by the United States, America lost its ability to control the export poli-
cies of other western nations.2* Faced with the need to export to main-
tain economic viability, the western nations pressured the United States
to reduce the CoCom controls.2® In addition, the miiitary-industrial de-
velopment of the Soviet Union indicated that the embargo by the
United States and CoCom was ineffective in preventing the acquisition
of technology and arms by the Soviet Union.? In response to these fac-
tors, the CoCom list was first reduced in 1954, when non-military goods
were removed from the list.??

The United States, however, continued to direct its domestic export
controls at limitirg Soviet expansion.?® In 1962, the Export Control Act

matcrials of strategic value, and itemns of primary strategic significance used in the pro-
duction of arms, amm: nition, and implements «f war. Aop:ded, that the President after
receiving the advice of the Administrator and after taking into account the contribution
of such country to the mutual security of the free world, the impaortance of such assistance
to the security of the United States, the strategic importance of impoits received from
countries of the Soviet bloc, and the adequacy of such country’s controls over the export
to the Saviet bloc of items of strategic importance, may direci the continuance of such
assistance to a country which permits shipments of items other than arms, ammunition,
implements of war, and atomic encrgy materials when unusual circumstances indicate
that the cessation of aid would clearly be detrimental to the security of the United States

/4. at § 1611b(D).
22. Jd. at § 1611
" 23. Procedures for regulating reexport were developed within CoCom and applied by the
United States in enforcing the Battle Act, /4. at §§ 1611-13d for example, the Import Certificate-
Delivery Verification (IC/DV) procedure subjects a foreign importer to enforcement of United
Siates export violation penaliics by the importer’s own government. Berman & Garson, supre note
1, at 817, 839. The terms “reexport” and “transshipment” are used interchangeably in the
literature.

24. AEI PROPOSALS, sugrz note 18, at 5.

25. Berman & Garson, supra note |, at 841.

26.  Extension and Revision of the Export Administration Act of 1969: Hearings and Markup Before the
Subcomm. on Int’l Ecomomic Policy and Trade of the House Comm. on Foreign Aflairs, Fart 1, 95th Gong., 15
Sess. i8 (1979) (statement of George W. Ball) [hereinafter cited as /979 House Forzign A fers Hearings
and Markup).

21. US Twchmology Transfers, supra note 4, at 1046 n.56.
28. See gemerally Berman & Garson, supra note |, at 799-800.
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was amended to require the President to deny an export license for a e

good that “makes a significant contribution to the military o economic g*
potential of any nation” where such export “would prove detrimental to &7
the national security and welfare of the United Statcs.””?° Export restric- Iy

tions on commercial as well as military goods were based, in part, on the
theory that development of the Soviet industrizl base through U.S. ex-
ports of non-military goods would have an adverse impact on the
United States’ national security.? The economic potential factor was
only one of many changes in the export control system that contributed
to its increasing complexity.3! The growing number of control lists an
exporter had to consult before deciding whether to export,3? prompted
the Department of Commerce to publish a Commodity Control List
(CCL) in January 1965.% The CCL, a comprehensive list of export
commedities for which Commerce had responsibility, represented one of
the early steps the Unitcd States took toward facilitating exports.>*

By 1969, however, U.S. foreign policy had changed. In that year for-
eign policy was characterized by the Strategic Arms Limitation Talks
(SALT) and progress toward detente with the Soviet Union.3> Ia this
spirit of cooperation, the number of United States-Soviet Union eco-
nomic and cultural exchange agreements, including agreements on sci-
entific and technological exchange, multiplied.? With the expiration in
1969 of the 1949 Export Control Act, Congress enacted the Export Ad-
ministration Act of 1969 (EAA of 1969).3 This act reflected a new di-
rection in U.S. policy, one favoring Easi-West trade while still
recognizing the need to protect national security and further foreign

-29. Export Control Amendments of 1962, § 4, 76 Stat. 127 (1962) ‘codified at 50 U.S.C.
§ 2023 (1964)) (expired 1969) (emphasis added).

30. Berman & Carson, supra note 1, at 801. The addition of the economic potential factor did
not represent a change in export policy, but only a Congressional recognition of the existing export
situation. /. at 800-01.

31. /. at 820.

32. X

33 /A

34, See genrally id. ag 820-23.

35. Numerous references to United States-Soviet Union attempts at dé are available. C.
TIMBERLAKE, DETENTE: A DOCUMENTARY RECORD (1978); AMERICAN BAR ASSOCIATION,
DETENTE (1977); J. SIMON, RULING COMMUNIST PARTIES AND DEveNTE: A DOCUMENTARY His-
TORY (1975).

36. Se¢ generally NATIONAL ACADEMY OF Sciences, ReviEw oF THE U.S./US.S.R. AGREE-
MENT ON COOPERATION IN THE Fi2uDs OF SCIENCE AND TECHNOLOGY (1977); REVIEW OF
U.S./US.S.R. INTERACADEMY EXCHANGES AND RELATIONS (1977) {hercinafter cited as /978
Howse Science & Technology Hearings) reprinted in Key Issues in US-U.S.S.R. Scientific Exchanges ana Tech-
nology Transfers: Hearings Before the Subcomm. om Domastic and Int { Scieniific Plorring, Awalysis and Coodera-
tion of L House Comm. on Scienie & Technolegy, 95th Cong., 2d Sess. 428-59, 460-504 (1978).

37. EAA of 1969, supre noic 5.

*
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policy objectives.?® The President was no louger required to consider
the “cconomic potential” of an export,* but was instead given broad
discretion to impose export coatrols for foreign policy reasons or to im-
puse controls on “any articles, materials, or supplies, including technical
data or any other information,” where necessary to achieve the goals of
the EAA of 1969.4 The rationale for increased trade with the Easi,
particularly the Soviet Union, included the following considerations:

1. the economic recovery of Western Europe and strengthened West Euro-

pean security in relation to the Communist countries;

2. growth in the economic strength of Eastern Europe and its confidence in

its security vis-a-vis the West;

3. ashattering of the appearance and reality of world unity araong the Com

munist countries; and

4. a decline in the rigid ideological assumptions held by the East and the

West concerning cach other, coupled with correspending adjustrients of

conduct.¥!

In 1977, amendments*? to the EAA of 1969 further relaxed export
controls, providing in part that the basis for ar export licensing decision
should be the relationship between the recipient country and th= United
States and its allies, rather than the recipient country’s form of govern-
ment.43 More importantly, for the first time, export license approval
-vas mandated for goods that were “available without restriction from
sources outside the United States in significant quantities and compara-
ble in quality to those which would be subject to [export] controls” un-
less the President determined that the export would be detrimental to
U.S. national security.+

Following the passage of the EAA of 1969 and its subsequent amend-
ments, East-West exchanges of scientific and technological informa-
tion’? and trade activity* increased markedly. DOD experts stated that

o SR h S R G

38. /d. ar § 2402(1).
39. US Technology Transfers, supra note 4, at 1048. The President was required to keep the
business community informed about changes in export control policy. EAA of 1969, supra note 5, at
§ 2403(a)(2).
40. EAA of 1969, supra, notc 5, at § 2403(b)(1).
41, McQuade, U.S Trade With Eastern Europe: Its Prospects and Farameters, 3L & PoL'Y INTL
Bus. 43 (1971).
42. 1977 Amendments, sugra note 6.
43. /. a1 § 2403(b)(2)(A). The language of the EAA of 1969 was amendecd to read as follows:
In administering export controls for national security purposes . . . United States policy
toward individual countries shall not be determined exclusively on the basis of a country’s
Communist or non-Communist status but shall take into account such factors as the coun-
try's present and potential relationship to the United States, its prescnt and potential
relationship to countries friendly or hnstile to the United States, its ability and willingness
to control retransfers of United States exports in accordance with United States policy.
and such other faciors as the President may deem appropriate.
S gensrally HR. ReP. NO. 190, 95th Corg., Ist Sess. (1977).
44. 1977 Amendments, sxorz note 6, at § 2403(b)(2)(B).
45. Ser, e.g., 1978 House Scionce & Technology Hearings, supra note 36.
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although the amount of high technology exports from the United States
to the Soviet Union was still rather small, those exports had significantly
increased the “effectiveness and efficiency” of Soviet programs.*’ Fur-
thermore, and more significant than the increase in total quantity of
exchange, there was a shift in content of the exports from primarily agri-
cultural products and basic manufactured goods to high technology
goods, processes, and turnkey projects.*® The increasing volume of high
technology exports prompted concerns that the United States was sup-
plying the Soviet military with the expertise and complex equipment
+hat would raise Soviet technology to equal that of the western world.**

46. The dollar value of U.S. exports to the U.S.S.R. and Eastern Europe, between October
1971 and March 1972, was over twice that of the October 1968 1o March 1969 period. Thus trend
continued, and for the period from Aprit 1978 to September 1978, total US. exports to the
US.S.R., Easterin Europe, Lacs, the Mongotian People’s Republic, and the Pecple’s Republic of
China were approximatcly seven times what they were in the period from Apnil 1972 to September
1972. U.S. Dep'T. OF COMMERCE, 118 ExpORT AD. REP. 11 (1978} Nevertheless, the amount of
trade between the United States and the Eastern bloc was only about 2.6% of that between other
Western nations and the East. /980 Senate Covernmental Affairs Hearings, supra note 11, at 61 (state-
ment of Lawrence J. Brady). Other sources have estimated the U.S. share of Fast-West technologv
trade at 10%. laternational Transfer of Technology, supra note 7, a1 20. A brief Listorical seview of
trade with the USS.R. is presented in Gershman, Seliizg Them the Rope—Business and 1A Snviels,
COMMENTARY, April 1979, reprinted in 1980 Senate Gowernmartal Afuirs Hearings, suprs note i1, at 6.

47. U.S Embargo of Food and Technology to the Societ Union: Hearings Befose the Subcomm. om mt
Finance of the Senate Comm. on Banking, Housing and Urban Aflarrs, 96th Cong., 2nd Sess. 90 (1580)
(statement of Dr. William 1. Perry, Undersecretary for Research and Engineering, DOD) [he-mnaf-
ter cited as /990 Semate Hearings).

48. /980 Semate Gooernmental Ajfirs Heanngs, supra note 11, at 61 (statement of Lawrence J.
Brady). A ‘turnkey’ project is “a job or contract in which the contractor agrees to complete the
work of building and installation to the point of readiness for operation or occupancy.” WEBSTER'S
THIRD NEW INTERNATIONAL DICTIONARY 2468 (1976 Unabridged ed.) This liberalization of
Eas-West trade policy was temporarily disrupted in 1978 with the Soviet dissident trials and the
U.S. reaction to them, which took the form of a temporary trade embargo. President Carter pro-
hibited the sale of a Sperry-Univac computer system to the USS.R. and placed contrcls on the
export of oil and gas technology to the U.S:S.R. After Moscow charged that this was & “path of
confrontation” and Commerce alleged that there would be a chilling effect on exports, all 74 of the
applications for export of oil technology to the U.S.S.R. were approved. Gershman, Selling Them the
Rope—LBusiness and the Soviets, COMMENTARY, April 1979, reprinted in 1980 Senate Coverwnenial Afuanrs
Hearings, supra, note 11, at 7. Although this trade embargo was an outgrowth of foreign policy
rather than a measure taken for national security reasons, it provided some. impetus for further
investigation of the effectiveness of national security-tased export controls. Ser generally 1978 Seacte
Hoarings, swpra note 11, In 1980, 2 trade embargo was again imposed on the expart of agricuitural
products and high technology goods to the Soviet Uninn in response to the Soviet invasion of
Afghanistan. Letter from President Carter to the Speaker of the House Thomas O'Neiil and the
President of the Senate Walter Mondale (Jan. 22, 1980) rzprinted in 1980 Senats Hearings , supra note
47, at 46. Ouce again the political responsc was 2 statement of foreign policy, but it was heavily
laden*with national security concerns, as the Soviet action invalved a military invasion of a sover-
cign nation rather ihan internal human rights violations.

49. Evtension and Revision of the Export Administration At of 1969 Hearings and Markup Bejore the
Subcomm, on Int’l Econonuc Policy and Trade of 1he Hoisr Coram. on Foreign A facrs Part 1, 96th Cong., Ist
Sexc. 435 (1979) (starement of Dr. Ruth M. Davis) {hereiaafter cited as 1979 Howse Int'l Eaamornc
Policy Hearags). .
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Concern with possible loss of the U.S. technological lead and the na-
tiona! security ramifications of such a loss resulted in the adcption of the
critical technologies approach to export control in 1975.5%¢

[il. DEVELOPMENT OF THE CRITICAL TECHNOLOGIES APPROACH

£ USO8 S PN SR DN LXK o O

In 1974, the DOD’s Defense Science Board established a task force on
exports of U.S. technology. The results were reported in 2 February
1976 report entitled “An Analysis of Export Control of 1J.5. Technol-
ogy—A DOD Perspective” (Bucy Report).>! The Bucy Report empha-
sized “that control of design and manufacturing know-how is absolutely
vital to the maintenance of U.S. technological superiority’*? and that
technological lead time is the critical facter in controlling exports for
national security.>®> The Bucy Report recommended strict control over
three types of exports that were believed to be the most effective transfer
mechanisms for technology: 1) Arrays of design and manufacturing in-
formation that include detailed ‘how to’ instructions on design and
manufacturing processes; 2) ‘Keystone™* manufacturing, inspection, or
automatic test equipment; 3) Products accompanied by sophisticated
operation, application, or maintenance, information.? This “critical
technologies” approach to export controls focused primarily on iniorma-
tion transfer and only secondarily on process equipment and technology
products because the Science Board’s task force recognized that the
more active the transfer mechanism, the more effective the technology
transfer. Active transfer mechanisms, such as the establishment of turn-
key projects, have as a primary goal the improvement of the technologi-
cal capability of the recciving nation. In contrast, passive transfer
mechanisms, such as trade shows and commercial literature, do not have
a goal of technology transfer and the information that is transferred is
usually already publicly available.>®

The Bucy Report also recommended that the DOD develop a list of
critical technologies, drawing upon the experience of individuals in both

50. Bucy Repurt, supra note 11.

51. /4. The task force was chaired by J. Fred Bucy of Texas Instrumsats Inc. /7. at vii.

52. /4. atiii.

53. /4. at 14. Protection of the US. technical lead time is most effective where export of
revolutionary advances in a technology is prohibited, as such advances represent a “quantum
jump” in the development cycle of a technology and therefore a large lead time advantage. Where
developments have been cnly incremental, or evolutionary, contrels may be imposed to maintain
lead time but such controls are not as essential as those for revolutionary advances. /7. at 14,

54. “Keystone equipment is that equipment which is essential to a certain process but is
unique as com:pared to the other equipment in the process. An example is much of the computer-
controlled equipment in use today.” /7. at 2. ’
$5. /4. at 3.
5. /4. at 4-3.
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government and industry.”” Although some industry support for the
critica! technclogies concept was expressed in Congressional hearings
shortly after the Bucy Report was released,*® a number of criticisms of
the Bucy Report’s recommendations were veiced by industry
representatives:
I. The Department cf Defense has too limited a knowledge base of current
technology practice in Eastern Bloc countries as well as in other West2m na-
tions; and, therefere, its assumptions regarding uniqueness of some technology
items are obsolete.
2. Strategic criteria for control of technalogy should give recosmition to the
opportunity for U.S. firms to sel! obsolete technology.
3. The U.S. con:rol list should not have unilateral listings, as compared to
CoCom lists. This practice denied U.S. firms East-West trade, while allowing
CoCom partners to capitalize on opportunities.
4. The transfer of “high technology™ to the Soviets is not a significant prob-
lem, since theg have limited resources or abiiities to adapt technologies to new
applications.?
In an atterapt to prevent potential abuses of the critical technologies

584 The Journal of Internationa! Law and Economics

57. J4. at 28, 30. Although the primary cmphasis of the task force’s recommendations con-
cerned control mechanisms and rationales, a refated goal of the critical technologics approach was
recognized to be elimination of unnecessary controls and overal! reduction in export license appli-
cation processing time by more accurately focusing Commerce and [XOD resources on the wrost
critical problems for national security. /7. 2t 29. A decision flow chart in the Bucy Report ourlines
the recommended review process for technology transfers within the DOD under which technolo-
gies and products that are not sensitive can be approved for export quickly, leaving the time to
focus on evaluation cf the technologies that are critical to military development. /7. at 3L

58. Extension of the Export Administration Act: Hearings of the Subcomm. on Int{ Finance of the Scnale
Comms. on Basking, Housing and Urban Affairs, 94th Cong., 2d Sess. 299 (1576) (statement of Thomas
Christiansen, Int’l Tradz Relations Manager, Hewlett-Packard) [hereinafier cited as /976 Sematr
Hearings). .

59. 1978 House Seience and Technology Hearings, supra note 36, at 202-03 (statement of Charles H.
-Phipps). Responses to the criticisms reflected the perspective of the Bucy Report’s contributors:

1. While Eastern bloc nations do tend to have serious deficiencies in defining require-
ments and implementing technologies for their visible commercial sectors, their military
scctors are mission oriented, and have high priorities. Although only limited information

is known about state-of-the-art technologies for military projects, it is known that these

programs do not have the administrative and planning barriers that exist in the commer-

cial sectors. )

2. Today, the administration of U.S. controls has the implicit effect of unilateral con-

tros, due 10 excessive delays, as well as deficiencies in interpretation of lists between U.S.

and other CoCorh countries. The actual items under control should be based on their

criticality to significant weapon systems. At times, it may be neccssary to unilaterally

place it on the U.S. lists. Otherwisc, it is desirable to approach multilateral listings.

3. The rate of advance of a specific technolagy is predictatle for its evolutionary, year-

to-year advances. However, the significant advances are not predictablc, and when thayz

occur they should be protected and weighed versus their impact on receiving nat'ens, in
order to maximize lead time. A criteria of obsolescence based on U.S. practice limiis lead
time to U.S. product life, which may be only 5 years or less.

4. The charge that DOD has teo limited a knowledge of current technology practice for

both the Soviet Union and Western countrics has merit. It can be overcome by axigning

adequate intelligence resources to this arca, and by interacting with industry in the revizw

an:{ update.

Jd. at 203-04.
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approash, a number of companies offered their assistance in developing

critical technologies list.80 The DOD also sponsored a study by Bat-
telle Columbus Laboratories to suggest methods of implementing the
Bucy Report recommendations.®!

In August 1977, the DOD formaiized adoption of the Bucy Report
recommendatious in a policy statement entitled “Interim DOD Policy
Statement on Export Control of United States Technology.”®? The
technical staff within the DOD, whose task it is to evaluate export li-
cense applications referred from Commerce, was instructed to focus re-
vicw attention on those exports that represented the most elective
technology transfer mechanisms. The DOD’s progress in developing
lists of critical technologies was much slower than originally estimated -
and this led to some Congressional skepticisr about whether the critical
technologies approach would ever be fully implemenced.®* Then, in
1979, Congress was faced with the expiration of the EAA of 1969.
Armong the proposals for revising that Act was ore calling for the adop-
tion of the critical technologies approach.® While industry views on

60. The offers of assistance were prompted by a concern that the critical technologies ap-
proach might give the DOD an opportunity to prohibit even n:ore exports than were presenily.
neing controlled. S generally 1976 Senate Heerings, supra note 58. Therefure, industry participation
1 the development of the Militarily Critical “Technologies List (MCTL) was not necessarily indica-
tive of support for the approach.

61. In August 1976 the Office of Science and Defense (OSD) steering group chaired by the
ilice of the Under Sccretary of Defense for Research and Engiacering (DDR&E) (International
Frograms) requested Battetle Columbus Laboratories (Battelle) t suggest implementation plans for
+he rccommendations in the Bucy Report. Battelle conducted Phase 1 of the study from August to
September 1976, during which time they identified twenty strategically significant technologies
{SSTs): electrochemical energy storage; low light level imeging: supercorductors; boren fibers;
metal-matrix coraposites; carbon-carbon compaosites; CAD/CAM sofiware; airframes; physical va-
por. depnsition; electroforming; incrtial navigation systems; microprocessors; infrarcd detectors;
ceatrifugal compressors; numerical control; integrated circuit manufacturing; remote sensing; jet
cngines; high density optical recording; and hot isostatic procrssing. Battelle Columbus Laborato-
ries. Selected Excerpts of Preliminary Reports on Identification of Strategically Significant Tech-
nologies (Jan. 7, 1977). They also analyzed international competitive positions, including the
position of the United States versus the Soviet Union, the United States versus the industralized
West and the industralized West versus the Scviet Union. BATTELLE COoLUMBUS LABORATORIES,
PrASE I REPORT ON IDENTIFICATION OF STRATEGICALLY SIGNIFICANT TECHNOLOGIES (Oct. 18,
1576); Battelle Columbus Laboratories, Preliminary Reports on Identification of Strategically Sig-
nificant Technologies) (Oct. 29, 1976). The results of the Battelle study were criticized by industry
foe the lack of specificity in designation of the technologics that should be controlled and for the
lack of evaluation of scientific exchanges as a rethod of technology transfer. Without very specific
technologies identified for control, more technnlogical items and information could be unnecessa-
rily restrictzd under the citical technologies approach than under the Commodity Contro! List
(CCL), a result not intended by the Bucy Report’s task force.

62. 1977 DOD Interim Policy Statement, sugra note 8.

63, Extension and Revision of the Export Adnunistration Act of 2969: Hearings and Markup Bifore the
House Comn. on Soreign A oirs, Part 2, %6th Cong., 1st Sess. 99-100 (1979) (staternent of Dr. Ruth M.
Davis) [hercinaiter cited as /979 House Fureign Afarrs Heaings).

64. EAA of 1579, supra note 9.




VRt i AT N W AIA‘QMM

586 The Joumai of International Law and Economics (Vol. 15

incorporating the critical technologies approach outlined in the Bucy
Report into the 1979 legisiation were mixed,5 Congress chose, after con-
siderable debate on the use and proper scope of export controls for na-
tional security purposes, to adopt most of the Bucy Report
recommendations.5®

The Export Adruinistration Act of 1979 (EAA of 1979)%7 continues

the government’s emphasis on promoting export trade and imposing ex- g
port controls “only to the extent necessary . . . to restrict the expart of &z
goods and technology which would make a sxgmﬁuant contricuticn to &
the military potential of any other country or combination of countries 4
which would prove detrimental to the national security of the United é
States.”68 Under the EAA of 1979, however, the method of implement- y
ing the policy changed. The EAA of 1979 requires development of a 5
Militarily Critical Technologics List (MCTL) to be used in the export &
approval process.®® Statutory guidelines for the MCTL are identical to z
descriptions previously stated in the Bucy Report and in the 1977 In- £
terim Policy Statement,’ and, on October 1, 1980, the MCTL was pub- o

65. For commer.:s favorabie to the critical technologics approach see /979 House Int i Economic %‘
Policy Hearings, supra not= 49, at 488-90 (statement of Jane P. Davis). Other industry representa- 3
tives were cynical about the export benefits of the critical technologies approach on the basis of past g,,
experience with DOD controls. Letter from Thomas A. Christiansen, Manager of Int’l Trade Rela- {}

tions, Hewlett-Packard to Rep. Jonathan B. Bingham (Mar. 30, 1979). /7. at 1u02-03; /¢. at 522
(statement of Thomas A. Christiansen). Some manufacturers of semiconductors and other high-
technolcgy electronic products were reported to have favored export controls for only foreign policy
purpases, eliminating entirely the national security and short domastic supply export controls. Ser
Update of U.S. Export Conirols Urged, 110 AVIATION WEEK & SeACE TECHNOLOGY 119 (June 11,
1979). Othzr industry representatives testified in Congressional subcommittees that forcign policy
export controls should be abolished because they do not prevent the embargoed country from ob-
taining the desired technology, but only prevent the U.S. companies from making the sale. /979
House Int’l Ecomorn:c Policy Hearings, rytra note 49, at 197,

66. 125 Cono. Rec. H37713-15 (daily ed. Sept. 29, 1979).

67. EAA of 1979, s¢ra note 9.

68. /4.3t § 2402(2). In September 1978, President Carter reactivated the President’s Export
Council, whose task it was to recommend government programs to increase U.S. exports and in-
crease the “export-consciousness” of business. Exec. Order No. 12131, 44 Fed. Reg. 26,841 (1579),
reprimied in 50 U.S.C. 5§ 24C1-13, at 304 (Supp. 1980). Final recommendations by the Council
included strengthening and integrating the Tederal government’s international trade functions,
eliminating or reducing export disincentives, and using export controls only where absolutely neces-
sary. Presudent’s Export Council ¢ rges Rapid Export Ezpansion, 3 Bus. AM. 2 (Dec. 1, 1980). In Septem-
ber 1990, increased export trade as a national goal was again emphasizéd by the President in 2
report to Congress. PRESIDENT'S 1980 EXPORT REPORT, szipma note 12. Many of the findingys re-
ported in the President’s repors are reiterated in the finat recommendations of the Prevident’s Ex-
port Council made in Dece.uber 1980. Presicent’s Export Council Urges Raprd Export Expansson, 3 BUS.
AM. 2 (Dec. 1, 1980). :

£9. EAA of 1979, suprw note 9, at § 2404(d).

70. The EAA of the 1979 states:

In developing such list, priinary emphaasis shali be given to—

(A) arrays of design and manufacturing know-how,

(B) keystone manufacturing, inspection, and test equipment, and

Approved For Release 2011/09/28 : CIA-RDP05C01629R000701450001-0
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lished in the Federal Register.’ Ultimately, the P.CTL will be
incorporated into the CCL upon the concurrence of the Sccretary of
Commerce and the Secretary of Defense;?? this incorporation 1s tenta-

(C) goods accompanied by sophisticated operation, applivation, er raaintenance know-

how, which are not possessed by coustries to which expurts ure controlled under this

saction and which, if exported would permit a significant advance in a military sys.etn of

any such country.
FAA of 1979, sypra note 9, at § 2404(d)(?). The Secretary of Defense has primary respensibility for
developing the MCTL. /4. Difficulties arose in assigning the responsibility for develnpment of a
MCTL and in deciding what approvals would be necessary for the MCTL to be incorporated in
the Commodity Control List (CCL). 125 Cone. REC. H8715 (daily ed. Scpt. 28, 1979) (remiarks of
Rep. Lagomarsing). Ultimately, the DOD was given the responsibility for developing the MCTL
by October 1, 1980, but beth the Secretaries of Commerce and Defense must agree on items to be
placed on the CCL. EAA of 1979, supra note 9, at § 2404(d).

In order to have a MCTL prepared for the Cctober 1, 1980 publication date, the Deputy Under
Sccretary of Defense for International Programs and Technology contracted with the Institute of
Defense Analysis (IDA) to develop the list. The IDA Critical Technologies Project limited its scope
of review by eliminating photographic equipment, military equipment, and atcmic energy from
consideration, organizing the project into seven Technical Working Groups (TWG), and consider-
ing only technologies that support products on the CCL for national security reasons. The seven
TWGs were: chemicals and materials; transportation; telecommunications; avionic navigation and
naval equipment; semicorductors and eiectronic components; electronic instrumentation; and com-
puters. Institute of Defense Analysis, Report R-258, The Critical Technolegies Project Volume Lt
Executive Summary ii (Jan. 7, 1981). Each TWG was headed by an IDA emgloyee and group
menbers were selected frem industry, acadernia, and governmant for their technical expertise and
familiarity with technology transfer. Each TWG devzloped lists of technology clemeats corve-
sponding to the three stages of “making something”: development, preduction, and product utili-
zation. /7. at 1-17. These elements were arranged in the three categories mandated in the 1979
EAA: arrays of technical information and know-how, keyttone equipment, and goods accompanied
by sophisticated techaical information and know-how. EAA of 1979, supre note 3, at § 2404{d)(2).
Approximately 1090 critical technologies and the most effective transfer mechanisms for each were
identified. The military utility and state of adversary development of each technology were aiso
evaluated. Results of the IDA study were reported to the DOD for integration with lists of technolo-
gies that had been identified by the military services. Institute of Defense Analysis, Report R-258,
The Critical Technologies Project, Volume I: Executive Summary 1-8 (Jan. 7, 1981).

71. Seventeen categories of technologies were listed, with detailed listings of more specific
techrologies for 16 of the 17 areas. The 17 categories were: computer netwerks technology; com-
puter technology; software technology; automated real-tiine control technology; materials technol-
ogy; directed cnergy technology; semiconductor and electronic conponent technology;
instrumentation technology; telecommunications technology; communication, navigation, gui-
dance and control technology; microwave technology; vehicular technology; optical and laser tech-
nology; sensor technology; undersea systems technology; chemical technology; and nuclear specific
technology. 45 Fed. Reg: 65,015 (198C). Publication was required under the EAA of 1979. EAA of
1979, supra note 9, at § 2404(d)(4).

72. EAA of 1979, at § 2404(c)(2). The President has the responsibility for resolving disagree-
ments Setween the Secretary of Commerce and the Secretary of Defense concerning which technol-
ogies and goods should be put oa the CCL. /d. Curreat work schedules on the critical technology
project within the DOD list May, 1981 as a 1argzt date for integrating public comments on the lists
published in the Octaber 1, 1980 Federal Register with the Department of Energy list and the DOD
lis:. Interview with Col. John Hager, Deputy Under Secretary of Defense for Research. and Engi-
nesring, Internatioz:al Programs and Technology, Office of Technology Trade, Department of De-
fense, in Arlington, Va. (Jan. 8, 1981) [hercinafter cited as Hager Interview]. Implementation of
the Interim DOD policy statement on technology export controls, 1977 DOD Interim Policy State
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tively scheduled for early 1982.73

IV. DOD INVOLVEMENT IN THE EXPORT LICENSING PROCESS AND
APPLICATION OF THE (CRITICAL TECHNOLOGIES APPROACH

Authority for licensing the expert of mest commodities and unpub-
lished technical data rests with Commerce’s Office of Export Adminis-

. tration (OEA).”* Under the 1979 EAA,” the three basic types of export
licenses are (1) the validated license for a specific export by a specific
exporter; (2) the qualified genera!l license for multiple exports by a spe-
cific exporter; and (3) the general licerse, for which ro application 1
necessary.” A validated license is required for commodities on the

ment, supra note 8, began in early 1978 by the Department of Defense for Pesearch and Engineer-
ing with the escablishment of five Critical Technclogy Expert Groups (CTEGs): (1) materials and
structures, jet engines and wide body aircraft; (2} computer neiworks, high-energy lasers ard infra-
red detection; (3) Large Scale Integrated production technology; (4) array processors; and ()
acoustic arrays. High technology tr.de associations were requesied to dicect the five groups. TE:.H-
NOLOCY TRANSFER TAsK GROUP, INVERNATIONAL COUNCIL, AEROSPACE INDUSTRIES ASSOCIA-
TION, SUMMARY REPORT ON TECHNOLOGY TRANSFER CONTROLS (prepared for the ALA Boarrd of
Governors Ad Hoc Group, May 26, 1978). Industry experts were called upon to identify the milita-
rily critical technologies from a list of 55 basic technologies in 9 major ficlds. 4. By Janusry 1979,
a list of 15 technologies had been prepared, reflecting an emphasis on computer-relatzd technoio-
gies that did not appear in the list of 20 strategically signiticant technologies developed by Battelie:
computer network techn-logy; large cumputer system technology; saftware technology: automated
real-tiine control technology; compasite and defense materials processing #nd manufacturiag tect-
nology; directed energy technology; large-scale and very-large-scale integration design and man:.-
facturing technology; military instrumentation techuoiogy; telecommunications techrology;
guidance and control technology; microwave ccmponentry technology; military vehicular engine
technology; advanced optics (including fiber optics) technology; sensor technolegy: and underseas
system technology. /979 Mouse Int'l Economic Policy Heanngs, supra note 49, at 410 (staternent of Dr.
Ruth M. Davis). According to testimony from DOD representatives, three years were required (o
develop the first militarily critical technoiogies list because of the large amount of interaction re-
quired between industry, the intelligence community, and the DOD. /1979 Housr Forergn Affurs
Hearings, supra note 63, at 99 (statement of Dr. Ruth M. Davis).

73. Hager Interview, supra note 72. By this time the CoCom partners will have been fully
briefed on the critical technologies approach tc export licensing, ., it preparaticn for the upcom-
ing regular CoCom list revision in 1983 and potential incorporation of the militarily critical tech :
nologies approach into the CoCom export control process The most recent CoCom list revisicn s
became effective on April !, 1980, EXPORT AD. REP., sugra note 17, at 45, and was published on’ t
Junc 25, 1980. 45 Fed. Reg. 43,010 (1980); EXPORT AD. BULL. 206 (June 25, 1380).

The EAA of 1979 recugnizes the importance of international coordination of export controls, an:!
four objectives of United States-CoCom negotiations are listed in the 1979 EAA: 1) Publication uf
the CoCom export control list 2) Periodic international high-level export policy meetings 3) Reduc-
tion of the scope of export controls 4) More effective procedures for enforcing thore export controls
that arc retained. EAA of 1979, supra note 9, at § 2404(3).

74. Exec. Order No. 12002, 42 Fed. Reg. 35,623 (1977) reprinted in 50 US.C. app. § 2403, ot ;
308 (1980) provides for this power to be delegated to the Sceretary of Commerce with the power of
succenive redeiegation. Exports to U.S. territories and possessions and inost exporus to Canada do .
not require licenses. EXPORT AD. REP., sufra note 17, at 5-6.

75. EAA of 1979, sypm note 9.

76. 4d. at § 2403(a). Previously there were only two types of licenses; the qualified generd

o 3 B c ' ___Approved For Release 2011/09/28 : CIA-RDP05C01629R000701450001-0
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C{IL77 when they are to be exported to certain groups of countries.™
Exports requiring less restrictive controls arc authorized under a guali-
fed general license or four other special licenses.™ In zddition, export
authorizations are required for all reexperts, i.e. goods originally from
the United States that are shipped from onc forcign country to an-
other.8® Furthermore, exports that are on the CoCom list can only be
exported if all of the CoCom member nations agrez to grant an excep-
tion for that export.®t '

The role of the DOD in processing export license applications under
the 1979 EAA is virtually the samic as it was under the 1969 EAA.%2 All
applications are submitted to Commerce and, whenever possible, Com-
merce is to make the export license decisions without consulting any
other government department or agency.®® The DOD, however, can re-

license is 2 new feature of the 1979 EAA designed to case Commerre’s administrative burden and to
encourage cxport activity. 45 Fed. Reg. 45,894 (1980) (to be codified in 15 C.F.R. §373.4). For
testimony in support of three types of export licenses rather than two types, ser /979 FHowse Int1
Ecomomx Policy Heanngs, siprs note 49, at 489 (s:atement of James P. Davis)

72. 15 CFR. §§ 399 and 372.1(b) (1580). The CCL has recently been simplified and up-
dated to conform more closely to the revised CoCom export contiols. EXPORT AD. REP., sypra note
17, at 18

78 15 C.F.R. § 370, Supp. No. 1. Eight country groups zve listed in the current Export Ad-
winistration Report. EXFCRT Ap. REP., suser note 17, at 1. For each commaodity listed, the CCIL.
also lists the country group or groups for which validated export licenses must be obtained. /7. at 6.
‘The countsy groups ase continuously subject 1o change in accordance with national policy and the
worid situation. For example, the People’s Republic of China (PRC) was moved from Country
Group Y, which includes the Soviet Union and other Easteru Bloc countries, to Country Group P,
a newly extablished designation, on April 25, 1980. 45 Fed. Reg. 27,922 (1830). The licensing
guideiines applicable to the PRC do not require license denial in all cases where the end-user will
use the product for military purposes. EXPORT AD. REP, suprr siote 17, at 53-55.

79. The project, distribution, and service supply licenses are used lor export of comnodities
and sesvices to certain country groups. The aircraft and vessel repair station procedure reduces the
documentation requircments for foreign repair, maintenance, and scrvicing of aircraft using uS.
parts. 15 C.F.R. § 272 (1980). Tabulations of the number of special licenses isrued and in use are
found in EXPORT AD. KEP., nigrs note 17, at 11. Exports requiring no license application mvst file
» Shipper’s Export Declaration with Commerce. 15 C.F.R. § 271.2(a) {1980).

80, EXPORT AD. REP., supre note 17, at 5. Ser 2l note 23 supva.

81. Such exports effectively go through a secund cxport zpproval process after Commerce
approves the export license application. COMPTROLLER GENERAL, REPORT 10 CONGRESS, Ex-
roxT CONTROLS: NEED TO CLARIFY POLICY AND SIMPLIFY ADMINISTRATION 10, 15 (Mar. I,
1979). Ser text accosnpanying notes 19-20 «pra.

82. Pcbaps the only change in expoit licensing procedure in the 1979 EAA is the stringent
requirement for rapid processing and response to the prospective exporter’s application, EAA of
1979, supra note 9, at § 2402(d), a matter of considerable concern in the hearings prior to i1s cnact-
ment. See penwrally 1979 House Int'l Ecomomic Policy Hearngs, supra note 49. Within 30 days of receipt
of the export license application, the Office of Export Administration (OEA) smust refer it to all
agencies rerquired to review it. The reviewing egency has 30 days to respond to OEA, hut the
agency can request an additional 30 days. Where a propoesed cxport is o the CoCom list requising

‘CaCom approval before export is permitted, the application is precessed through Commerce and

the other applicable agencies before it is submitted to CoCom. 15 C.F.R. § 370.13 (1980).
83. EAA of 1979, sxpes note 9, at § 2453(2)(2).
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view proposed experts of “yoods or technologics to any country to which
exports are controlled for natiornal security purpeses.”® The tvpes of
export license applications that will be sent te the DOD for review are
determined by the Secretary of Defense in consultarion with the Secre-
tary of Commerce.** Generally, oniy those export license zpplication

that “raisc acute naticnal security concerns” are reviewed by the
DOD.8 Only th= President can override a recommendation by the Sec-
retary of Defense to deny an export application on national security
grounds and if the President does override the rccommendation, he
must then report his decision to Congress.?’

While the language of the EAA of 1979 does not change the DOD’s
role in the export license decision, the change in emphasis® from coniro!
of products to controi of technologies may provide a basis for a more
expansive interpretation of the DOD’s authority. In its 1977 policy
statemer:t,8® the DOD implemented some of the Bucy Report reccin-
mendations caliing for tighter coatrols over technology transfers.% The
breadth of coverage anticipated by the policy statement was considera-
bly more than that previously assigned to the DOD.?' The policy state-
ment advocated DOD control of inadvertent technology transfers in the
context of foreign liaison activities, scientific and technical exchanges,
commercial visits, trade fairs, training programs, sales proposals, and
consulting agreements, whether involving a governinent department or
agency, a commercial enterprise, an academic or non-profit institution,
an individual entrepreneur, or forcign governments and international
organizations.®2 Althcugh the EAA of 1979 did not institute the policy

—

84. /d. at § 2409(g)(1) (emphasis added).

85. /d. at § 2409(g)(2). Of 6506 such 2pplications from October 1979 to September 1520,
4225 were excmpted from DOD review. EXPORT AD. REP., suprs note 17, at 61.

86. U.S Technology Transfors, supra note 4, at 1052, Those applications are reviewed ciiher by
the Interagency Operating Committee or by DOD and Commerce. EXPORT AD. REP., siove note

17, at 61.

87. 1979 EAA, supra note 9, at § 2409(g)(4).
83. During hcarings prior to the cnactment of the EAA of 1979, the difference betwsen tise

prior licensing approach and the critical technology approach was identified as one of emphasis.
House Int’! Economiz Policy Hearings, supra note 49, at 434.

89. 1977 DOD Interim Policy Statement, suova note 8.
90, Jd. Sales of end products to potential adversaries would be recommended caly where:

1. the product’s technology content is either difficult, impractical, or economicaily infea-

sible to extract, !
2. the end preduct in guestion wiil no: of irseif significantly enhance the recipient’s miii-
tary or warmaking capability, cither by virtue of its technclogy content or because of the
Quantity to be sold, and

3. the product cannot be to analyzed as to seveal U.S. system characteristics and iereby
contribute tc the development of countermeasures to equivalent U.S. equipment.

M. ar 92,
91, /7. a9l
92, /4. xt 52
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statement’s expansion of the DOD’s export licensing authority, the pos-
sibility of an expanded DCD role cxists should it become politically
desirable.9?

Although the DOD’s role 1a ihc expert licensir g precess has not been
altered by the EAA of 1979, the change in eraphasis provides a new
perspective from which to assess licensing decisions, particularly previ-
ous dccisions that were controversial. Similarly, the new focus on tech-
nologies, rather than products, highlights the problems associated with
exports in certain technology arcas such as computer software.

One widely publicized series of export decisicns involved the Kama
River truck plant in the Soviet Union. Between i971 and 1980, Com-
merce issued a series of export licenses for automotive technologies and
production equipment for the plant. Although the U.S. government sus-
pected that the plant could be used to produce military vehicles,® Com-
merce did not require any Soviet end-use statements declaring that the
vehicles from the Kama River plant would not be used for military pur-
poses.® During the period the licenses were granted, of all the technolo-
gies and equipment exported for the plant, only the 1975 export
licensing of the IBM 370 computer was considered controversial. The
export license for the computer included safeguard provisions to assure
that computer time would net ke diverted to military uses, but these
provisions allowed U.S. inspectors to visit the computer site only until
seventy-five percent of the plant’s computer time has been used.* Al-
theugh U.S. intelligence sources discovered in 1977 that the Soviets were
using trucks manufactured at the Kama River plant for military pur-
poses,® it was not until May 1580 that a pending export license pplica-
tion for a diesel engine assembly-line sysiem for the plant was denied.%®

93. During hearings following the Soviet invasion of Afghanistan, Dr. William J. Perry of the
DOD stated that the DOD intended to propese restrictions on Soviet students who wish to study
high-level technology in the United States. /950 Senate Governmental Affairs Heanings, supra note 11, at
29-30 (statement of Dr. William J. Perry, Uudersecretary for Research and Engineering, DOD).

94, According to the DOD, as carly a3 1971, the DOD, Commerce, the Department of S:ate
and the CIA anticipated that some of the vehicles produced at the Kama River plant would be
used for military purposes. /980 Semate Covernnental Afiurs Hearings, supra note 11, at 53 (prepared
respainses by the DOD to subcommittee questions).

95. The lack of end-use statemants has been attributed to the prevailing climate of détente at
the time of the expor: licenses. /980 Smate Governmrental A/fairs Hearings, supra note 11, at 35 (state-
ment of Sen. Henry M. Jackson); /950 Senate Hearings, supra note 47, at 41 (exchange between Sen.
William Proxmire and Secretary of Cominerc: Philip M. Klutznick).

96. 1950 Semate Governmental Aflsirs Heanings, supra note 11, at 67 (statement of Lawrence J.
Drdy).

97. /980 Senate Hearings, supra vote 47, at 98 (prepared responses by the DOD to subcomrais-
tee questions).

98. Kama Kiver Truck Foctory: Best, snd Worst of Tech Export, INDUS. RESEARCH & DEv., July
1980, at 56.

; c*’i
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The denial followed the discovery that the Soviet Union had used trucks
manufactured at the plant in the 1979 invasion of Afghanistan.®®

The Soviet Union’s use of truchs manufactured at the Kama River
plant in the invasion of Afghanistan has prompted investigations into
export coutrols on strategic technclogies and products and criticism of
the Kama River licensing decisions. DCY) officials have indicated that,
given the same circumstances that existed at the time of approval, those
licenses would now be denicd under the new U.S. export policy.100
Under the critical technologies approoch, the applicaiions for export
licenses for the Kama River truck plant we.ald be subjected to strict
scrutiny because technology and production equipment, rather than
simply products, were proposed for export. Nevertheless, the DOD’s as-
serticns may be incorrect. Based on information available at the time
the original export licenses were granted, the DOD determined that the
exports to the plant would not make a “significant contribution to the
military capability” of the Soviet Union.'?' The DOD continued to be-
lieve this even when use of the vehicles for military purposes was discov-
ered in 1977 because the extent of the military use of the trucks was not
then known.!'92 1t was not until 1979 that the United States was iully
aware of the military ramifications of the plant.'®® Therefore, it is possi-
ble that even with the critical technclogies-based approach, the United
States would have approved those export licenses.

One export license application was actually analyzed under the criti-
cal technologies approach before that apnroach was legislatively
adopted. In 1978, Dresser Industries applied the approach to export
technology, data, and cquipment for constructing oil drilling rock bit
manufacturing plants in the Soviet Union. The plants were designed to
preduce large numbers of high-quality rock drill bits of a design used in
drilling deep oil wells. The DOD originally recommended license ap-
proval on two grounds: the transfer of the technology and the export of
the turnkey factory would not enhance Soviet military capability,iot
and the drill bit production technology was available from other

VIO S T WARCIBLY T YA T N YN Y T ST 2

y
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9. M.

100. lmwm Afars Frarrrgs, sapra vote 11, at 28 (exchange between Dr. Wik
liam ). Perry, Undersecretary of Research and Engineering, DOD and Sen. Heary M. jzclroa).

101, Zd. at 49 (statement of Dr. William | Perry). _ _ _

102. /4. at 32 (exchunge between Dr. Jack Vorona and Sen. Sam Nunn). Furthermore, in 1978
nine applications for the export of equipment, including computer spares, to the Soviet ZH cow-
plex, where trucks and mizsile jaunchers for the Soviet military are produced, w=re approved un the
ground that they were not significant contributions to Soviet inilitary capability, although they
were undoubtediy used by the Soviet military. /7. at 49 (staicment of Dr. William }. Pary).

103. /4. at 52 {(exchange between Sen. Sam Nunn and Dr. Juck Vorona).

104. /. ut 95, 98 (vtatcment of Dr. William J. Perry). The DOD acknowledged, & mwever, that
the export would have a “profound economic and pclitical impact.” /d. at S8.
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sources.'®® Later, concern that transfer of the deep-well techanlogy and
the capability to manufacture the rock drill bits would compromise U.S.

national security prompted reviews by the DOD, Commerce and tice

Department of Enexgy (DOE). J. Fred Bucy, the chairman of the task
force that produced the Bucy Report, conducted a brief review of the
export decisions at the request of the Defense Science Board. He recom-
mended that the DOD withdraw its approval of the export licenses on
the grounds that the premium rock drill kit technology was a critical
technology not available from foreign sources in either the quality or the
quantities represented by the export licenses.'% Nevertheless, the. DOD
affirmed its license recommendations. It found, in additicn to the rea-
sons previously given for the export approval, that the drill bit produc-
tion facility would not be operational until 1981, thus preserving some
technological lead time, and that the effect on U.S. national security of
improving the Soviet’s oil exploration capability was unresolved.'*” The
President reviewed Dresser Industries’ export licenses in September 1978
and declined to revoke them.

Evaluating Dresser Industries’ exports by the critical techuology ap-
proach mandated in the EAA of 1979'%® indicates that, contrary to
Bucy’s recommendations, the license applications were properly ap-
proved. As stated in Congressional hearings, the only portion of the ex-
port package that had any potential military use was the tungsten
carbide technology which is also used in making penetrators for arinor
piercing projectiles.'?® Because the Soviet Union has had this technology

195. Jd. at 107 (statement of Dr. Ellen Frost).

106. /4. at 6-10 (satement of J. Fred Bucy).

107. /4. at 12-13 (Memorandum to National Security Advisor Zbignicw Brzezinski from Secre-
tary of Energy, Charles W. Duncan, Jr. (Aug. 26, 1978)). Dr. William J. Perry of the DOD indi-
cated thst the Administration had not decided whether exports that would improve the Suviet
Unioa's 6il production capability should be restricted. Improved Soviet oil production might hene-
fit U.S. national security because the Sovict Union would have less desire to acquire oil-producing
lands outside their country.

The opposing argument is that resiriction of oil production technology exports to the Soviet
Union would require them to spend proportionally more of their resources developing such a capa-
bility, leaving less resources for development of military capacity. /4. at 98-99 (statements of Sen.
Charles H. Percy and Sen. Henry M. Jacksoa). As Sen. Charles H. Percy pointed out, the fact that
the President decided to permit the Dresser Industries’ exports to proceed ssems to indicate that
some policy conclusion on enhancing’ Soviet energy exploration capabilities must have been
reached with respect to the Dresser Industries cases, even if such a policy has not been formulated
in broad terms. /4. at 108 (suatement of Sen. Charles H. Percy). The issue of exporting techuology
fur energy cxploration to the Soviet Union was also discussed at hearings before a subcommitice of
ihe House Committee on Science and Technology. 7978 House Science and Techaology £earings, supra
note 35, at 173-20 (exchange among Dr. Maurice Mountain, Rep. James H. Scheuer, Col. Joha A.
Hazer, and Dr. William A. Root).

168. EAA of 1979, sywe note 9, ut § 2404(d).

109. 7978 House Science & Technology Harings, supra note 36, at 173 (statement of Dr. Maurice
Mountain).
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for a considerable length of time, approval of the export is required
under the “foreign availability” clause of the EAA of 1979.11° The argu-
ment that the exports should be denied because of their enhancement of
Soviet energy exploration capability appears to be a casc of applying a
resource-freeing theory'!! to export decisions, similar to the rationale
used to support the ban on consunier as well as military goods under the
Export Control Act.’!2 Neither current export policy nor the recent
statutes support this restrictive interpretation of a critical technology.
One final export case deserves to be cxamined in light of the critical
technologies approach of the EAA of 1379. Walter and Frances Spawr
and their company, Spawr Optical Rescarch, were recently convicted
for unlawful export of three-inch diameter copper and water-cooled la-
ser mirrors, and conspiracy to transship the mirrors.!!3 Although infor-
mation regarding export licenses is usually Lept confidential 1o protect
exporters’ business interests,''* the circumstances of this export license
application and denial were published because an export violation was
prosecuted. The facts surrounding the license application arose in 1976,
when Spawr Optical Research applied for a license to export copper and
water-cooled laser mirrors to the Soviet Union. The license request was
denied on the grounds that the mirrors might be used in Soviet “killer
satellites”!'> and therefore their export would be inimical to the na-

110. EAA of 1979, suypra note 9, at § 2404(f).

111. The basic premise of a resource-freeing theory is that Soviet resources that are not re-
quired for development of commercial technology, such as energy exploration techniques, will ke
allocated to military development. U.S. Technology Transfers, supra note 4, at 1063-65.

112. ECA of 1949, supra note 3. 7

113, Cowple Cuilty of Selling High-Techmology Optics to Soviets, L.A. Times, Dec. 13, 1380, at 1, col.
1; 2 Comsscted of Selling Laser Minvors o Soviets, L.A. Herald Examiner, Dec. 13, 1980, at A3, col. 1.
Sixteen cases of “known” illegal diversions of U.S. technology to the Soviet Union and Eastern
Europe were discussed in a secret 1980 Commerce study, later made public by Rep. John Ashbrook
(R-Ohio). liegal High-tech Sh:pments Include Coods and Know-how, INDUS. RESEARCH & DBv. at 56
(July, 1980). Such diversions most commonly occurred through a third party and included ad-
vanced computers and scftware, laser technology, and electronic test equipment. /d. Mors re-
cently, three Canadian citizens have been charged by the Canadian government with illegally
exporting to Pakistan 11 shipments of U.S. made parts for an inverter that could be used in a
uranium-enrichment plant. Patistan Satd to Receie Nuclear Arms Parts [licgolly via Carada, Wash. Fost,
Dec. 7, 1980, at A37, col. 1.

114. Inforination about specific export application denials or approvals is classified and there:
fore generally unavailable unless there is prosecation for exporting activities, cr a Congressional
investigation, as was the case with the Kaina River truck plant and Dresser Industries exporzs. It is
only through the prosecution of the Spawr case ihat details concerning the propcsed exports have
become public. Summaries of the export license actions taken and very g=neral descriptions of the
types of ~quipment granied or deniced licenses are provided in the annual Export Adminisiration
Report published by the Department of Commerce. Sw, g, EXFORT AD. REP., supre note 17, at
56-60, Appendix E.

115, Gouple Guilty of Selling High- Technology Optics 1o Sointe, LA, Times, Dec. 13, 1980, ac ),
col.1.
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tional security of the United Staies. Subsequeunt to the denial of the
application, the Spawrs were arrested {or uniawfully exporting the mir-
rors. Although the Spawrs’ defense attorney argued that the mirrors
ould not be used in weapons, other sources indicated that “significant
research” couid be conducted with the laser miirors, which are often
used in high-powered long-range lasers.!!® According to the prosecuior
in the case, the mirrors “involve significant, state of the art technol-
ogy,”""? and thc Spawrs’ mirrors were “among the best quality of any
made in the United States.”!!¢

Denial of the license application was correct uader the critical tech-
nology approach. The technology embodied in the copper and water-
cooled laser mirrors falls within the MCTL category 6.1.2, Mirror and
Optical Device Technology, a subcategory of High Energy Laser Tech-
nology, and their export is restricted.!'? The Spawr export request did
not propose the transfer of technology by any of the active mechanisms
recognized as being the most effective, but proposed only a product sale,
unaccompanied by any specialized training or instruction. Neverthe-
less, the sale of the mirrors was rightly controlled, because the mirrers
may have a significant military utility in themselves.'2® Although simi-
lar mirrors are reportedly available from other U.S. sources, even the
Spawrs’ defense attorney acknowledged that the Spawrs have “the tech-
nology to make the best in the world.”'?! Assessments of thie mirrors’
forcign availability are currently classified.!??

The three export licensing cases, the Kama River truck plant, the
Dresser Industries rock drill bit plant, and the Spawr mirrcrs, illustrate
the importance of DOD officials having detailed knowledge about the
state of the act in the relevant technology field. The required expertise
poses little problem in the three cases; because these cases all involve

116. Indictment in Soviet Laser Mirror Deal, L.A. Herald Examiner, Sept. 4, 1900, at A2, col. 2.
117. 2 Convicted of Seliing Laser Mirrors to Suviets, L.A. Herald Examiner, Dec. 13, 1980, at A3,

col. 1.
118.  Couple Guilly of Seliing High-Technology Optics to Soviels, L.A. Times, Dec. 13, 1980, at |, col. -

PRy

iﬂw""’““ AT

1.
119. 45 Fed. Reg. 65,016 (1920).
120. Five questions for identification of key areas where export controls would be most useful
were listed in the Bucy Report:
1. Does the material or product have a significant military utility in itself, based on
performance capabilities?
2. Does it provide a critical manufacturing capability, supportive of strategic products
or technologies?
3. Does the transaction involve active steps toward the transfer of technology?
4 Docs it impact techuology in a form useful in manufacturing or design?
5. Is the technology in question one which is changing with high velocity?

Bucy Report, sugra note 11, at 17. . _
121. Indicorent in Soviet Laser Mirrar Deal, L.A. Herald Examiner, Sept. 4, 1980, at A2, col. 2.

122. 45 Fed. Reg. 65,015 (1980).
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physical equipment and associated technology, exporis that Commerce
and the DOD have experiznce in rcgulating, there are no difficuit con-
ceptual problems in 2pplying the critical techuologies approach. Corn
puter system data (softwzre), in contrast, may prove difficult to analyz¢
under the critical technologies approach; it is a technology arca that
presents some of the most complex conceptual and practical problems in
export controls.!?? Recent growth in computer development and appli-
cations and the superiority of U.S. technology in the computer field has
crecated a strong demand for U.S. exports in the field,'?* and, because
the field is so technically complex, the hardware exported is almast use-

123. Computer sofiware is defined as:
{djata and informaticn that are amociated with the hardware of a machine or system,; for
example, a collection of cormputer programs, routines, compilery, assemblers, translators,
manuals, circult diagrams, and operational procedures. Sofiware raust be weitten, re-
corded, or repeesented somehow, cven if in the form of a program stared in ¢ plugboard,
in which zase it is also considered hardware.
M. Wix, IAUCTIONARY OF COMPUTERS AND INFORMATION PROCESSING 321 {2d od. Rev. 1977)
Computer hardware is defined as: :
[pihysical 2quipment, such as the mechanical, magnetic, electronic, or electrical Cevices or
compuaents fiomn waich amemblies iz nadc or the asscinblies thenwelves; for example, |
the assemily of maierial that forms 2 computer, as disiine: from cata, routines, or pro-
grams. An entire computing system is considered a hardware itern. Previously, only metal
attachuneats, such as clamps, auts, bolts, hing=s, and screws, were oonsidered as hardware
items; now, any scrt of apparatus is considered hardware.
d. at 175,
124. In fiscal ycar 1380 (October 1979 to September 1980), the following licenwes for export of
electronic computing equipment and softiware wers granted:
1. Elactrenic Compoting Equipment

Destination $ Value
Bulgaria 4,313,929
Caechoslovakia 21,841,209
German Democratic Republic

(East Germany) 5,768,676
Hungary 12,153,641
Latvia 9,700
Morgolian Peoplc’s Republic 21,373
People’s Republic of China 71,851,676
Poland 15,449,339 -
Romania . 43,723,308
USSR 14,643,034
Mualtipte Ea-t European Destinations 5,730
TOTAL $ VALUEL: 145,963,307

(16.7% of total commodity export to controlled destinations)

2. Computer Sefteware Products (2 approvals)y—Czechodlovakia -

3. Comyputrr Mavstemence Travning—Prople’s Republic of China

4. Computer Softvare Develepment —USSR-
EXPORT AD. Rer, sagra note 17, at Appeadix E 1-22. Exporis arc a significant facter in the
strength of the US. computer industry; 1980 exposts comprised 29% of tive industiry’s =ales in that
year. Hamilion, U8 Cowpater fndustry Avosds Eccwomic [¥hsvipool, Wach. Post, Fab. 9, 1981, Washing-
ton Business, at 3, col. 1. Acoarding to J. Fred Bucy, the leading cosupater firtos have succrssfully
prutected their techuology while making large product sales. Ducy, Awrting ‘Ahikwr,y Ortice! Tioh-
wisgy’, BLECTRONICS, Jan. 17, 1980, at 35.
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less without software and technical instructions.'?> Therefore, purchases
of software are at least as important as purchases of hardware in ob-
Lzining an opcrating computer system and, because software is hasically
just information, it is an export that should be strictly controlled under
the critical icchnolugics approach.'?

The Computer Network Critical Technology Expert Group
(CNCTEG),*?? which was established to advise the DOD on the imple-
mentaticn of the critical technologies approach to computer hardware
and scftware, recommended dividing the subject of software technology
transfer and export into six categoties for control evaluaticn purposes.i?®
Forusing controls on the more active mechanisms of software technology
transfer and recognizing the futility of restricting exports of software
available from other sources, the CNCTEG recommended contro! over
exchange programs, and consuiting and apprenticeship arrangemcnts as
a top priority. The CNCTEG found that the raost cffective mechanism
for preventing potential adversaries from acquiring compuier technol-
ogy specifically desigred for militacy uses'?® is tighter coatrols on coni-

Con., April, 1930, ar 199-200.
i26. Review of the five questions listed in the Bucy Report for identifying export applications
izt should be screened carcfully irdicates that software export is one of the more active mecha-
nisms of technelogy transfer. Sa note 120 suprs. \
127. For a description of the Critical Technology Expert Groups see note 72 supra and accom- ¥

panying text.
128. ‘The six categories are:
A. General Assistance—-All Scftware Function Areas
B. Product Support Assistance—All Sofcware Function Areas
C. Product Shipment, Military Software—All Software Furction Areas
D. Product Shipment, Other Software—All Software Functicn Areas
E. Produc Shipment, Commercizl Software, and Usage—Software Development and
Maintenance Aids, and Applications Software
F. Product Shipment, Commercia) Software, and Usage—Widely Awvailable Operating
Systems, Network Oriented Software, Databuse Management Scftware, and User Inter-
face Software.
Gold. Goodinan, & Walker, Sothoare: Recomemendziions for ax Export Control Poliy, ACM Com., April
1960, a1 199, 205-07. The categories of software technology in the MCTL are organized somewhat

differently:
3.0 Software Technology
3.1 Development Environment Technology
3.1.1 Software Liie-Cycle Management Technelogy
38.1.2 Sofiware Library Data Base Technology
$.1.3 Sofiware Development Tool Technology
3.1.4 Formal Methods and Toots for Developing Trustd Software Technolngy
3.2 Operations and Maintenance ‘Technology #
3.2.1 Maintenance of Large Software Pruduct Technology
3.3 Application Software Technology
3.3.1 Secure Software Technology
3.3.2 Large Self-Adapting Software System Techaolcgy.
45 Fed. Reg. 65,016 (1980).
129. Gold, Goodman & Walker, Softuwre: Fecomanendations for an Export Comirol Poligp, ACM

Com., April 1980, at 199, 205-06.
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puter support assistance, such as training programs, and on software
developed specifically for military systems. Other CNCTEG recom-
mendations focused on eliminaiing contrels on exports such as widely
available commercial software and commercial application packages
with no military significance.!3 The CNCTEG thought those controle
were unnecessary.'3!

Recognizing the special problems involved in software export, Com-
merce has issued interim export licensing requirements for computer
software.!32  These interim regulations implement soine of the
CNCTEG recommendations by requiring detailed information on pro-
posed software expoits to aid the licensing assessments made by the Of-
fice of Export Administration.!*® With more information available, the
Office of Export Administration’s technicians can more easily identify
cases where the hardware export would not be militarily significant, but
where the software and associated information would transfer n:ilitarily
critical technologies. The problem with these regulations is that the cri-
teria used by the technicians for approval or denial are unchanged.
Thus, the requirement for more information. may in the end create a
greater adminristrative burder without a corresponding improvement i
the export process.

130. /4. at 207,

131. M.

132. 45 Fed. Reg. 50,485 (1980).

133. The interim regulations require the following information regarding electruaic compuicrs

and related equipment:

A description of all computer software (whether under validated or grneral license) that
will be exported for use with the equipment including:
(a) Identification of each standard software package proposed for export, by name or
other description, followed by a detailed functional description of the use of each sofiware
program.
(b) Mecans by which each software program identified by (a), above, is intended to be
conveyed, ie, source or object code, supporting manuals, or other material that is in-
tended to convey information related to such programs, with a description of th~ scope
and content of cach form.
(c) Information required by (a) and (b), above, as relates to non-standard, or < :stemized
software, intended for export.
(d) An explanauon of why software propcsed for export in other than ob_)c:,t f'or.n is
required.
(¢) A descripition of the scope of lrammg of persons receiving the software and/or the
scope of the sofiware maintenance that is proposed, as related to software programs iden-
tified above, cr independent of actual software products intended for export.

() A statcment as to whether any software intended for export has been previously ex-
ported in the same form. Differences in previously exported sofiware, £, scurce and
object form, supporting material, and scope or character of training, should be explained.
(8) The relationship of cach software program to the avowed end-use of the hardw.re
equipment.

45 Fed. Reg. 80,485 (1950).
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V. ASSESSMENT OF THE CRITICAL TECHNOLOGIES
APPROACH 1O LICENSING

The criterion for evaluating the critical techrologies upproach to ex-
port licensing is its effectiveness in meeting the conflicting goals of pre-
serving national security and promoting trade. Both goals were
explicitly stated in the EAA of 1979!3% and recognized in the Bucy
Report.133 :

The critical technologies approach has numerous advantages. One
frequently cited advantage is the reduction of uncertainty in export li-
cense decisions.!3 The critical technologies approach reduces uncer-
tainty in two ways. First, the detailed MCTL will provide explicit
guidance to potential exporters as to what can and cannot be exported.
Sccond, the MCTL will expedite the export license approval process;
the more rapidly an export license application is processed, the shorter
the uncertainty period.!3” Greater certainty in the export license process
will reduce costs to both the government and industry. In contrast to
the current system, where potential exporters’ applications are now de-
nicd only after going through the expensive approval process, use of the
MCTL may result in exporters withdrawing their applications at the
outset, or not applying at all, when denial is fairly certain.

A net reduction in the number of “active relationship” types of trans-
fers to potential adversaries as a result of the tighter controls on informa-
tion exchange, turnkey plants, and sales of manufacturing equipment

with active instruction will also protect national security and decrease
the uncertainty in the approval process. Control of transfers through
the critical technologies approach corrects the inconsistency in previous

134. EAA of 1979, supra note 9, at § 2402.
135. Bucy Repor, suva note 11.

136. /d. at 28.
137. ‘The time limitations for export license application processing in the 1979 EAA have al-

ready cxpedited the process to a small extent. See EAA of 1979, supra note 9, at § 2409 and EXPORT

AD. REP., supra note 17, at 12-13. The utilization of the MCTL, once it is incorporated into the

CCL, should further expedite the licensing process. The present CCL is quite detziled, 13 CFR.

§ 399, but it focuses on products rather than technologics. The list focuses cn preduct controls
while DOD technicians must attempt to carry out the directive of the Secretary of Defense in his

interim policy statement of 1977, which requires DOD export control review for national security
purposes to focus on technologies. 1977 DOD Interim Policy Statement, sua note 8. This incon-
sistency between the product orientation of the CCL presently in use and the mandate 10 focus on
technologics in licensing decisions increases the difficulties of the present licensing process for the
DOD technicians. The MCTL will include information not in the CCL, such as the status of
development of a particular technology in a country that is a potential adversary. Curreatly, the
DODB and Commerce have been relying on a variety of sources for this inforration, and the time
requived to assemble the information on a case-by-case basis has been cited as a factor delaying
licensing decisions. /980 Senats Coveronental Affairs Hearings, supra note 11, at 64-65 (statcment of
Lawrence J. Brady).
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export policies, whkich prometed information exchanges while restricting
product sales.'3® The importance of engineering and manufacturing
know-how to the transfer of technologics is expressly recognized in the
critical technologies theory.'3® When the MCTL has been developed
and incorporated into the CCL, the list’s detail and the emphasis on
active technolegy transfer mechanisms should highlight the relationship
among transfer of know-how, the protection of technclogical leadtime in
military applications, and U.S. naticral security interests.'*® When
U.S. businesses recognize what the problem areas are, a certain amount
of self-policing may occur. For example, sales propesals that are cur-
rently presented only to be followed by export license denials may be
more closcly tailored to the export control guidelines. A U.S. company
may work harder to get a foreign importer to accept product sales rather
than sales of manufacturing capability and know-how.'*' Government
employees responsible for reviewing export license applications may also
be more aware of the importance of technology transfers and more read-
ily recognize the most cffective mechanisras for such transfer because of
the MCTL’s explicitness. Licensing decisions will then be more effective
in preventing export of technologics that would be detrimental to the
U.S. national security pcsition.

Another advantage of the critical technologies approach is its bias in

138. In many areas, the dividing linc between science and technelogy is blurred 30 that ex-
changes of scientific information, research, and personnel begin to include technology tramsfer. The
difficulty in differentiating scientific exchanges from technoiogical exchanges is illustrated by one of
the cooperative projects the United States and the Soviet Union worked on involving the “improve-
ment of metal cutting tool life by 3 to B times as a result of electron beam evaporation of titanium
carbide, and titanium carbide and cobalt onto the tools.” /978 Houss Sciemce & Techmology Hewrings,
supra note 36, at 7 (stateraent of Thomas Pickering). While metal cutting tools are not used exclu-
sively to produce military equipent, this technology may arguably enhance military equipioent
production capabilitics and perhaps even have future direct military applications. Nevertheless,
according to Thomas Pickering, Former Assistant Secretary, Oceans and International Environ-
mental and Scientific Affairs, Department of State, “[a]ny prooesses and methods that have reached
the point of commercial cxploitation are automatically excluded from cooperation under the agree-
meats.” /4. at 7. A further concern with the scientific exchanges is that, although the exchange
program will stop short of a technolcgy exchange, it may provide a potential adversary with =it of
the relevant information and technical capability so that all that would remain to be done would
be to take the scientific information the one last step to production. Additional concerns have been
voiced repeatedly that U.S. promotion of East-West scientific exchanges may be ifl-advised, /962
Senste Coverrmental Affeirs Hocrings, supra note 11, at 35-43 (information supplied by Dr. William J.
Perry).

139. S Bucy Report, supve note 11, at |

140. Ser generally Bucy Report, supra note (1.

141. There will be considerable difficulty in completely substituting product sales for masufac-
turing plant sales, as evidenced by the PRC’s inclination toward acquiring technologies to become
independent of the West, rather than establishing a long-term trade relationship in technological
products. S generelly Teckrology Transfer to China: Hearings Before the Sxboamm. cn Science, Research and
Tuchnology, and the Subcomom. on Investipations and Ocorssght of he Honse Comn. on Science ond Tnbbhgl
96th Cong., st Sess. (1979).

TER e

Bt

[4

g
5y




Approved For Release 2011/09/28 : CIA-RDP05C01629R000701450001-0

1581) National Security Protection 601

favor of product sales over technology sales. This is an export strategy
that can stimulate future exports and create a favorable balance of
trade, whereas tzchnology sales effect a permarent transfer of produc-
tion capability, product sales retaiu the production capability within the
exporting country, maintaining the exporter-importer relationship.'*?
Also, national security corsidcrations aside, many U.S. businesses could
sirengthen their position in the world market if they limited their ex-
ports to products. A business that exports entire factories to foreign en-
terprises creates its own future competitors.

The trade promotion benefits of the critical technologies approach
will also sirengthen national security. To the extent that “harmiess”
exports are increased, U.S. industry should bencfit, thus strengthening
the U.S. economy."* An improved economic situation means there will
be more money available for research and develnpment, which is essen-
tial for maintaining a technological lead. Because U.S. military iechnol-
ogy has been dependent upen comraercial development of processes and
equipment in recent years, commercial research and development is an
important factor in future military superiority. In addition, a favorable
talance of trade may stimuiate military expenditures on research and
development. !4

Some aspects of the critical technologies approach to export contiols,
however, may prove detrimental to nationa! sccurity interests. There is
concern that publication of the very detailed MCTL, which will provide
petential exporters and goverrment adninistrators with explicit gui-
dance in the area of technology transfers, will also provide putential ad-
versaries with an excellent catalog of the latest U.S. technology and even

guidance on which technologies are the most promising for miliiary
use.'6 This concern prevented the October 1, 1980 publication of the
detailed list in the Federal Register '*7 In response to this fear, however,

142. “The tmarfer of know-how i irreversible.” Bucy Report, nipre note 18, at 26,

143, An example of a U.S. export of a tumkey plant and aswciated technology to the Soviet
Union that reduced the potential export busines of American companies was Ford Motor Com-
pany’s shipment of auto parts 2nd technicians to teach the Ford production techniques to the Gorki
workers in the early 1930, Gershman, Se/ing Them the Rope—Buiness and ihe Sovicts, COMMENTARY

Apal 1979, negristed in 1980 Semale Gororamental Afirs Heericos, sapra note 11, at 10

144, Ser text accompanying note 142 siprs,

145. See 7978 Sermrte Heanings, supra note 11, at 31 (statenwent of Dr. William J. Perry).

146. Hager Inicrview, sgra note 72,

147. 45 Fed. Reg. 65,014 (1980). Although the original intentinn was to publish 2 list of tech-
pologies and goods utilizing those technolcgies, sccurity problems arose in deciding how much of
the detailed information should be rdeased to the public. Therefore. the DXOD decided to publish
only the table of contents of the list for the October 1, 1530 dendline. /. at 65,015, However; the

Depastment of Encrgy published a list of energy-related militarily aitical tcchnolcgies including
fists of swsociated hardware items, military and civil applications, and foreign availability. /. at
65,152. The 1979 EAA requires publication in the Faderal Regizter “in any appropriate form™, EAA
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one could argue that this is a price the United States must pay in order
to maintain a free market system with 2 free flow of information and a
knowledgeable commercial industry. Furthermore, concern regarding
publication probably over-dramatizes the significarice of the informa-
tion coatained in the MCTL; diligent intelligence work could producc
much of the information anyway. In many cases, the information is
available from other sources, and even where the technological develop- -
ments have not been publicly released, intelligence sources may have
knowledge of their existence. 140

Cne other criticism of the critical technclogies approach is that re-
stricting only the export of technology, and not the export of goods, does
not adequately protect narional security. With commercial research and
develcpmert in the United States far surpassing military research and
development, military applications of many commercially-developed
technologies are not recognized until after the commercial applications
are cbsoicte.!*9 By the time the military significance is recognized, the
good has often already been exported. The concern over potential mili-
tary apglication is particularly relevani when the conatry acquiring the
technology has a planned economy that emphasizes miiitary develop-
ment over commercial developent, as in the Soviet Union.!% Such 2
country might upgrade its military capabilities with equipment and
technology obsolete by U.S. commercial standards bat not yet used by
the U.S. military forces.!s!

e

T AT

of 1979, supre note 9, at § 2404(dj(4), which the DOD interpreted to allow publication of only the
table of contents to meet the deadline. Nevertheless, the MCTL that is ultimatsly issued must “be
sufficiently specific to guide the determinations of any official exercising export licensing responsi-
bilities under this Act.” /4. at § 2404(d)(3).

148. Although inclusion on the MCTL wou'ld mean that cxports would be restricted, the
number of recent high technology thefts and illegal expcrts have alerted cfficials 1o the possibility
that, once the information is released, a potential adversary wiil obtain the desired technology or
eGuipment, legally or illegally, if necessary. A further concern is with the publication of foreign
availability of the technologies and equipment on the MCTL. This reveals to our potential adver-
saries the exact status of U.S. intelligence information on other countriey' techrological advance
ment, which would be of particular use in their militery planning. The existence of widespeead
industrial espionage has been widely acknowledged. See /980 Semaiz Geverromental Afrrs Heoarings,
sypra note 11, at 5 (statement of Sen. Sam Nunn); Gershman, Sellsng Them the Reopo—Business and the
Soviets, COMMENTARY, April 1979, reprinted in 1980 Sencte Gooerronentel Afairs Hearings , supra note 11,
at 12,

149.  Bucy, Powctirg .ifilitanly Critical Technology', ELLCTRONICS, Jan. 17, 1980, at 36.

150. An example of the difference between U.S. and Soviet emphasis on technology develop-
ment i3 tha: the Soviet Union’s esiimated expenditures on its high-cnergy lasers program are some
what over §! billion, while the entire technology base effort of the United States Air Force is l=ss
than §1 billion. Tackeelogy Experis: Dspartment of Defense Organization and Performance: Hearing Bfors the
Subcomm. o int't Economic Policy and Tede of the House Comm. on Foreign Affairs, %6th Cong,, Ist Sess. 2-
3 (1979) (statement of Dr. William J. Perry).

131. An cxumple of a technology area that was not considered militarily significant until se-
cently, although it had been exploiied commercially for some time, is the area of small engine
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VI. CONCLUSION

The critical technologies approach to export licensing represents an
evoluiionary change in emphasis in U.S. cxport policy rather than a
drastic alteration of export policy for high-level technology. While the
majority of export licensing cases will probably result in the same deci-
sion under the critical technologiss approach as under the CCL, the bor-
derline cases may receive closer scrutiny under the critical technologies
approach. The basic uniformity of licensing decisions is illustrated by
the Kama River truck plant export approval, the Dresser Industries rock
drill bit plant export approval, and the Spawr laser mirrors export de-
nial. In these cascs, the use of the critical technologies approach raises
new questions to be considered in deciding whether to grart the export
license, but the ultimate result is often unchanged.'s? The value of the
questions to be answered in applying the critical technologies approach
is illustrated by the Kama River truck plant, where the focus on active
transfer mechanisms such as the export of technology and production
equipment would trigger a closer review of the export license applica-
tion than that conducted in 1971, Even in high technology areas such as
computer software, the critical technologies approach provides a set of
criteriz for making difficult export licensing decisions, although the
problems of computer software export are not yet resolved.'??

As a tcol for protecting national security through controis on the
transfer of technology, the critical technologies approach appears to be
both workable and effective. Although world demand is concentrated
on technologies rather than products, in those areas where the United
States is the sole supplier of a technology and its associated products,
potential purchasers would presumably prefer to buy the products
rather than nothing. Exports of products and information that are
available from foreign sources cannot be restricted under the foreign
availability provisions of the EAA of 1979 “unless the President deter-
mines that the absence of export controls . . . would prove detrimental
to the national security of the United States.”'** Moreover, the in-
creased emphasis on coordination of international controls mandated by
the EAA of 1979 and the incorporation of the critical technologies ap-

techaolcgy. The cruise missile program transformed small engine technology into a critical tech-
nology area. /979 House Foreign Affurs Hearings, supra note 63, at 97 (statement of Dr. Ruth M.
Davis). ‘

152. Ser notes 94-122 supra and accompanying text.

153. 45 Fed. Reg. 80,484 (1980).

154. EAA of 1979, supra note 9, at § 2404(f).
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proach into the CoCom export control process should further increase
the effectiveness of U.S. export controls.

Janet EB. Ecker
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